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The Sinking of the Titanic

A On the night of 14 April 1912, Titanic struck an
iIceberg and sank two hours and forty minutes later.

A One of the contributing factors was that the
bulkheads on Titanic did not make compartments
fully watertight.

A Water from the damaged
compartments was able to
flood into the undamaged
ones, sinking the ship.
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Zotob Worm Security Incident

A August 18, 2005: 13 US auto plants were shut
down by a simple Internet worm.

A Despite professionally installed firewalls between the
Internet, the company network and the control network, the
Zotob worm had made its way into the control system
(probability via a laptop).

A Once in the control system, it was able to travel from plant
to plant in seconds.

A 50,000 assembly line workers to cease work during
the outages.

A Estimated $14 million loss.
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The Browns Ferry NSecur
A August 19, 2006: Operators at Browns Ferry

Nucl ear plant had to nscr a

potentially dangerous O0hi g

conditiono6. The facility r
A Redundant drives controlling the recirculating water system
failed due to nexcessive traff
network.

ATraffic bet ween two di fferent
likely the cause.
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The Hatch Nucl ear NSecur

A March 7, 2008: Unit 2 of the Hatch nuclear plant
forced into an emergency shutdown for 48 hrs.

A An engineer installed a software update on a computer
operating on the plant's business network.

A The computer was used to monitor diagnostic data with a
PC on one of the primary control networks.

A The software update was designed to synchronize data
on both systems.

A When the updated business computer rebooted, it reset the
data on the control system computer.

A Safety systems interpreted the lack of data as a drop in
water reservoirs that cool the plant's nuclear fuel rods, and
triggered a shutdown.
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Lodz Tram System Security Incident

AJanuary8,2008T Teenage boy O6hacks
track control system of the Lodz city tram system,
derailing four vehicles.

A He had adapted a television remote control so it could
change track switches.

ANotice t hat t h Nl nterneto
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What does the Titanic and these Control
System Events have in Common?

APoor desi gn or depl oyment
A Flawed design philosophy
A Flawed configurations

A A lack of separation between key sub-systems

A A misunderstanding of the threat sources and the
resultant risk.
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The Nucl ear Regul atory (

ARThe August 19, 2006, Brow
unnecessarily challenged the plant safety systems
and placed the plant in a potentially unstable high-
power, low-flow condition.

A Ccareful design and control of the network
architecture can mitigate the risks to plant networks
from malfunctioning devices, and improper network
performance, and ultimately result in safer plant
operations. 0

NRC INFORMATION NOTICE: 2007-15
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What Makes a System Unsafe and Unreliable?

A A failure to contain communications in appropriate
areas or sub-systems.

A Issues in one area can migrate to another area due
to poor (or non-existent) separation strategy.

ANot Unusualé The North Ame
Reliability Council (NERC) lists their #2 vulnerability
In control systems as:

Nl nadequately designed control
lack sufficient defense-in-d e pt h mechani smso

A The solution is the use of security zones.
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Addressing Flawed Design:
Using ANSI/ISA-99 Standards

A Understand Zones and Conduits
A Security Levels
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ANSI/ISA-99: Dividing Up The Control System

A A core concept in the new ANSI/ISA-99 security
standard I s nZones and Con

A Offers a level of segmentation and traffic control
Inside the control system.

A Control networks divided into layers or zones based
on control function.

AI\/IuItipI e separated defenses h
in deptho .
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ANSI/ISA-99: Connecting the Zones

A Connections between the zones are called conduits,
and these must have security controls to:
A Control access to zones

A Resist Denial of Service (DoS) attacks or the transfer of
malware

A Shield other network systems
A Protect the Integrity and confidentiality of network traffic

A Itis Important to understand and manage all your
conduits between zones, not just the obvious ones.
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Security Zone Definition

AﬁSecurity zone:.: gQgrouping o
t hat share common security
[ANSI/ISA-99.01.0171 2007- 3.2.116]

A A zone has a clearly defined border (either logical or
physical), which is the boundary between included and
excluded elements.

HMI Zone
Controller Zone
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Conduits

A A conduit is a path for the flow of data between two
Zones.

A can provide the security functions that allow different zones
to communicate securely.

A Any communications between zone must have a conduit.

Conduit

HMI Zone
Controller Zone
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Security Levels

A A zone will require a Security Level Target (SL+)
based on factors such as criticality and
consequence.

A Equipment in a zone will have a Security Level
Capability (SLy).

A If they are not equal you need to add security
technology and/or policy to make them equal.
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Security Targets vs. Capabillities

A Example: The security level capabilities (SL.) of a
zone full of Windows XP-based HMIs is typically
greater than:

A a zone of Windows NT servers
A a zone with PLCs

A BUT they may have the same SL.

A Securing the whole control system to the level
needed by PLCs and NT Servers can be expensive:
ACompIex process edge VPNs and
Awhol esal e repl acement e
AFirewalls for each devicesé
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Saving Money with Zones and Conduits

A Solution: Separate the PLCs and NT servers into
their own zones and focus on securing each zone
with a conduit.

HMI Zone
SLe =2
SL, =2

PLC Zone
SL.=1
SL; =2

Conduit increases
SLby1
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Addressing Flawed Configurations

AOops I | forgot that dash
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A Few I ncorrectly Conf i

A Study of 37 firewalls from financial, energy,
telecommunications, media, automotive, and
security firms...

nAl most 80 percent of firewall

on Inbound rules and insecure access to the firewalls.
These are gross mistakes Dby an

A quantitative study of f
Avishai Wool, " IEEE Computer Magazine,
IEEE Computer Society, June 2004
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A Few I ncorrectly Conf i
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The Firewalls are Just

A Commands for creating firewall rules are too
complex. For example:

acl 201 permit tcp any eq 80 10.20.30.0 0.0.0.255 gt 1023
established

(Cisco PIX)

$IPT -A PCN_DMZ -p tcp --dport ! $DH_PORT -
LOG_PCN_DMZ
(Linux iptables)

A This leads to security mistakes
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More Firewall Rules

AEven an ACL for a Asi mpl eo

@ TRE“D“ET 54Mbps 802119 Wireless Router

TEW-432BRP

Mai -
= Firewall Rule

Wireless
Enable " Enable ¢ Disabled

Status Name I

Routing Action ' Allow © Deny

P Interface  IP Range Start IP Range End Protocol
= Source |LAN j | |
= Virtual Server lﬁ
= Special AP Tz
= DMZ Destination |LAN =l I I

= Firewall Rule

Il

Management
Addl Updatel Deletel Newl PriorityUpl Priority Down

Tools IUpdate Priority

Name Source Destination Protocol

Msnhlsgr
7 Allow (192.168.1.100:7207) LAN,192.168.1.100 WAN * UDP, 7207-60381
60351

Yirtual Server FTP

Wizard Action

Allow WYAN T LAN,192.168.1.1  TCP.21

@ Allow Modbus WAN * LAN 19216811  TCP 502
7 Allow Port 8080 WAN * LAN192.168.1.1  TCP 8080
P Allow ?;Igwto Ping WAN — pap = WAN * ICMP,

™
© Byres Security Inc. TOF' NO
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Requirements in the Controls World

A "Certainly controls engineers and operators need to
be security aware, but they should not all need to be

security experts."

A "The only way this is going to happen is if we
rework IT security technologies and concepts into
something that makes sense to our world of
iIndustrial control."

A "We have to make this [security] something a plant
superintendent, engineer, or senior operator can do

In their spare time, or it will flop."
ISA-S99 Discussion Forum
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Solution: Making Field Deployment Simple

A Zero Configuration Field Deployment Model

A Field technician should do no more than:
A Attach the firewall to the DIN Rail
A Attach instrument power
A Plug in network cables
Awal k awa y é
A Firewall should be completely transparent to the
process network on startup.
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"\ Metwork Editor
General J Communications | Firewall

The Firewall Status on the parent Tofino is: OPERATIOMAL Administer Tofino

Attributes
Special Rules
Global Cverrides
ICMP PING i COMDITIOMAL -
MODBUS - TCP ine CONDITIOMAL 4 INCOMING
Communicating Devics
=% FS-HMI-0001 ¢ CONDITIOMAL
: ICMP FING (™ BIDIRECTIC
MODBUS - TCP e i INCOMING

List of devices that ]
can Nt al KO-l co@oneo |
protected device
and allowed
protocols

Ok || Apply | Close




Case History: Creating
Intrinsically a Secure Safety
System
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Using Zones A Refinery Example
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Adding the Conduits
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